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RSS Memory Code + Data + Stack Memory

9-081

RSS Memory de + Data + Stack Memory

VSize Memory Shared Lib Memory

507.76 MB



Time Oesdn
86796 1058.734176 1 1 Broadcast 2.1.19.215?
86800 1859. 9 27: Broadcast 8.1.19.153?
5 8roadcast 5 6 .1.19.1372
.655568 H Broadcast .1,19.1102
.270 Y : Broadcast .1.19.1102 T
8roadcast 2 : L1372
1961, 296684 Y 12a: Broadcast .1,19.1102
1061.399681 ed:f3: Broadcast 6 ho h. H L2152
1062.215532 elCor_ed: Broadcast 8 .1.19.2152
1862.625511 gqin_a7 3 8 dcast & .1.19.137?
86850 1062.726943 ntelCor 91 199 Broadcast 9.1.19.1982
86858 1063, 676 telCor_ed: Broadcast .1.19.215?
86359 1063 Y or_91: 3 Broadcast 50 .1.19.198?
86360 1063 9 n . Broadcast P b -1.19.86?
1063, 546146 ¢ Broadcast b .1.,19.1372
63 1063.751710 : E Broadcast b .1.19.1182
1064 . 366604 2d: 8roadcast .1.19.1102
$70 1064.570297 bagain f Sroadcast .1.19.1372
86884 1065.287. 0 12d:¢ Broadcast s 9.110?
36 1065. ntelCor_ed:£3: Broadcast .1.19.215¢2
ntelCor_ed 3 8roadcast ¥ . 2152
6 1067. :£3: Broadcast { 8.1.19.215?
1068, 34 Broadcast 9.1.19.1242
1969. itelCo : Broadcast b 9.1.19.1247
107950989 ntelCor_96:0: Broadcast 2 Who -1.19.1942
87573 1070,512258  IntelCor_13:e7: Broadcast F tho .1,19.194?
87574 1078.611 Chongain_a7 f Broadcast .1.19.137¢2
1070,8189 IntelCor_91 9 Broadcast 58 Whe 9.1.19.124?
87585 1071.124447 Cor_9d:2b: Broadcast
87647 1871.535689 gqin_a7:cf: Broadcast
87655 1071,738680 12d: Broadcast 60 Who
1072.047926 itelCor Broadcast 60 Who .1.19.1407
1072.353202 IntelCor_4a:2d:¢ Broadcast 60 Who 8.1.19.110?
87686 1072.557699  Chongqin_a7:cf:f 8roadcast 60 Who .1.19.1372
87691 1072,762501 IntelCor_91:34:99 Broadcast 60 Who 8.1.19.1247
87696 1073.06956 telCor_80:2b: Broadcast 6@ Who

Frame 307R7: A7 hwtac on wice (336 _hitc) A2 hutec cantured (336 hitc) an interface \Newice\MDE [FANREEER.NOE1.AFIR.QRR . FAAACERECSEN)

@ 7 Address Resolsion Protocel: Pretacol Packets: 87745 - Displayed: 1510 (1.7%)




X = o Processes Resources File Systems

60 saconds

[ cpu1 3.0% B crPu2 5.1% B cPuU3 99.0% B cru4 6.1%
B cPus 12.7% B cPuG 6.9% [ cpu7 6.0% [ ] cpus 9.1%

Memory and Swap History

50

20

o Memory Swap
¢ ) 1.4 GiB(48.6%) of 23.4 GiB
I~
O Cache 3.6 GiB 0 bytes (0.0%) of 11.7 GIB

Network History

60 seconds 50 40 30 20 w Q

& Receiving 467.1KiB/s ﬁ Sending  16.0KiB/s
Total Received 571.2MiB TotalSent 31.8 MiB
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Technology

Sampling

Expart
format

Ecosystem

Availability

HetFlow-lite
Flow-based

Sampling (1in 32, configurable)

W9 and IPFIX

MetFlow Collectar

Cisco Catalyst 2060-X, 2960-XR, 2960-CX, and 3560-CX

Series Switches, and Catalyst 4243E Ethernet Switch

Flexible HetFlow
Flow-based

Every packet accounted faor

W8, VO and IPFIX

MetFlow Collectar

Cisco Catalyst 3K, 4K, 6KCisco
Mexus routers 7K, 2K, 1KY

sFlow

Packet-based

Sampling (1in hundreds
to thousands™)

sFlow ve

sFlow Collectar

Cisco Mexus 3K
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TCP ubP ICMP other Profileinfo:
Type: live
Max: unlimited

. 3 Exp: never
~ Start: May 12 2007 - 18:50 CEST

End: Jun 25 2007 - 15:05 CEST

Mon Jun 25 02:40:00 2007 Flows/s any protocol

= ) tyur 2007-06-25-02-40
) Drag handle to select time slot teog 2007-06-25-02-40
§ Packets
£ 30k
s .
"3 Traffic
T
10 k
.Sun 16: 00 Sun 20: 00 Mon 00: 00 Mon 08: 00 7 Mon 12 00 " I w
0 upstrean [@ site 0 gateway @ peer2 W peerl - ~

® Lin Scale * Stacked Graph
Log Scale ¢ Line Graph

Select | Single Timeslot '7_ Display: | 1 day vJ <<i| U=l L] CA > | > > |




1\& ADMINISTRACE USTAVNICH SITI

: .Y Profileinfo:

O _ Tvpe: live

: ' ' Max: unlimited

Exp: 92 days 0 hours

Start: Nov 04 2022 - 13:10 CET
End: Feb012023-08:15CET

Tue Jan 31 20:35:00 2023 Flows/s any protocol
tstart 2023-01-31-20-35

| tend 2023-01-31-20-35
= © 7| Packets
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1\\; ADMINISTRACE USTAVNICH SITI

*23.12.2034 - 17:35 - KOMUNIKACE S C&C BOTNETU
* DST IP 18.214.21.235

nfdump filter:

dst ip 18.214.21.235

Date first seen Event XEvent Proto Src IP Addr: Dst IP Addr:Port ¥-5rc IP Addr: X-Dst IP Addr:Port In Byte Out Byte
2823-81-31 26:35:16.841 CREATE Ignore TCP 0.2.2 :d » £.214.21.235:443 147.231.17.106:¢ » 214 .21.235:443 8 e
2823-81-31 26:35:16.841 UPDATE Ignore TCP g 4.145:4172 » E.214. 235:443 : L17.106:412 » B 4.21.235:443 1821 15889
2823-81-31 26:36:17.853 UPDATE 2831 TCP g 4.145:4 > i : . 1443 : L17.106:412 > 4.21.235:443 8 24
2823-81-31 26:35:16.841 DELETE 2831 TCP 10 24.145:4 £.214.21.235:443 47.231.17.106: 4 > .214.21.235:443 1821 15833

Summary: total flows: 4, total bytes: 35388, total packets: 8, avg bps: 4569, avg pps: B, avg bpp: @
Time window: 2823-81-25 17:19:44 - 2823-81-31 21:808:088

Total flows processed: 3989485, Blocks skipped: @, Bytes read: 463882692

Sys: 8.988s flows/second: 4867375.2 Wall: 8.961s flows/second: 4149186.9













( Zacatek )

ne

Supplicant reaguje

Prechod k 802.1x

Ovéreni pocitace

Profil odhlaseného uzivatele

Prechod k MAB

Zafizeni registrovano

ne

g

Udélen pristup do sité

> <

Piny pristup do sité

Konec

Redirect na portal pro hosty

Intemi uzivatel

Souhlas s licenénimi
podminkami

Uzivatel souhlasi




C Zacatek )
v

—»| Vyzvak zadani credentials —» Redirect na My Device Portal [€———

ano

Doménovy pocditac

ne

ano

Vybér SSID: emp

Registrova
ano ;

Udélen pristup do sité




( zatstek )
v

—— |  Redirect na Guest portal |[€——

Intemi uzivatel

Zobrazeni licencnich podminek

Souhlasi

ano

Udélen pristup do sité



¢ Zat“:itek ) BYOD

——————P Redirect na Guest portal

ano
UzZivatel AD

' 4 Client Provisioning

vyhovuje

Nastaveni PC

Intemi uzivatel

Zobrazeni licencnich podminek Upozornéni uzivatele

neopraveno

Souhlasi

Cekani na opravu

no

Udélen pristup do sité Zména VLAN



ignacius:~

fa—utia—-iselabkishow mac address—-takle address E8f£7.28af.%8e=d ~
Mac Address Takle

Vlan Mac Address Type Ports
20 €8f7.28af.%8ed STATIC G10/8
Total Mac Addresses for this criterion: 1
fa—utia-iselabfshow authentication sessions interface gigabitEthernet 0/8 details
Interface: GigabitEthernet0/8
MAC Address: €8f7.28af.%8ed
IPvE Address: Unknown
IPv4 Address: 10.7.20.150

Uzer—Names: holec
Status: RAuthorized
| Domaln: DATR
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/L
Restart timeout: N/&
Periodic Zcct timeout: N/L
Common Session ID: QAROT7040B00000183B1C2FTAL
Lcct Session ID: 0x00000B42

Handle: O0xF3000035
Current Policy: POLICY Gi0/8

Local Policies:
Service Template: DEFAULT LINESEC POLICY SHOULD SECURE (priority 150)

Server Policies:
Vlan Group: Vlan: 20

ACS ACL: ®XACSACLx—-IP-PERMIT ALL IPV4 TRAFFIC-37f6b0d3

Method status list:

Method State
dotlx Buthc Success
fa—u:ia—iselab#l W

/s






ISE Posture Assessment

uarantine D
AuthC User Q | e
AuthC TVLAN Posture Assess . [\/
Endpoint dACL 0S Remediate — |
SGT Hotfix WSUS Authorize
Posture =
Unknown/ AV/AS  |Launch App | Permit
Non-compliant Personal Scripts Access
FW » dACL
Etc...
More.... * dVLAN
Posture = ed
Compliant rEte... /
BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rights reserved. Cisco Public 1 Cisco (lV6'




®* Bez MDM prakticky nemozné — budeme pokracovat kapitolou Ustavni legislativy







* Headwind MDN







. Redundane

e Zavedeni ovérovani uzivate

* Zavedeni SSL dekrypce




UZvatelski stanice obsahuje aktudini verz
Cisco AnyConnect s do plikem NAM

Zde kontrolujeme poZadavek na Eap-
Chaining - podminky musi byt spinény
soutasné

MNe

Zatdtek oveleni

UZivatel pfipoji stanid do
sité

Authentizace [
Authorizace systému

Potitat v AD a pihlaZeni
doménowvym ittem

Generovani a import
certifkatu

Zivatel naimportuje
certifkat— lze bez admin

Omezeny pristup -
’ uFivateli ziistane Guest-
VLAN
?Inetonly - jaké restrikce

UZivatel ma importovany
certifikat intemi CA

Kontrola obsahu

Stazeni politiky pro kontrolu
obsahu + kontrok obsah

Zména VLAN a povoleni

r hd

Ovéreni uzivatele v siti SSC 802.1x

(2020)

Ovéieni pltnymi ddaji

Fvateli zlistane Guest-VLAN

Uzhatel je presmérovan na Guest portal

UZivatel musi byt pouten, Ze v plipadé Z2
chice pro praci pouZivat viastni zafizeni,
miusi se registrovat na BYOD Portalu {ISE)

o — —_

Uzivateli ziistane Guest-VLAN -

UZivatele se musi registrovat
do sité

Registrace zafizeni

nebo mezilehls CA

T

Aktualizace probéhla

antivirove ochrany — povolen
phistup na INET + lokd Ini
update server / RDP

Ovéfenidruhého faktoru, certifikat musi
byt wystaven interni CA — ISE {doporutuji
neexportovatelny). ISE-CA mdZe byt root

UZivatel musi mit
adminstratorske
oprawnéni

Onboarding nelze

piistup k internim zdrojim
pomoci VPN

dokonit

V tomto pfipadé probéhne
kontrola koncové stanice, dle
poiadavikl 03P - doporutuji:

- platna antwirova ochrana
- aktudni operaini systém
- kdiskusy

komunikace

CoA na VPN - nastaveni

prislusného profilu

UZivatel spusti VPN
pomoci Cisco AnyConnect
kienta

uthentizace / Authorizace
uZivatele

Udivatel md sestavenou
VPN - ovéfeni koncové
stanice

Kontrola konoove stanice

Zde se uFivatel i umozni postit
VPMN_S5C.CAS.CZ pokud jsou pripojeni
wired [ wireless

UZivateli ziistane Guest-VLAN -
pristup k internim zdrojim -

omezeny profil







Secondary Secondary Secondary
Private VLAN 2002 Private VLAN 2001 PrivateVLAN 10
(Community) (Isolated) (Promiscuous)
VM VM VM VM VM VM

«

All VMs are part of Primary Private VLAN 10

the same IP subnet \ (Promiscuous)
v
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