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zakladni sitové schéma

z NIX AMS-IX : Pionier
GEANT (C2) (NL) VIX (A) SIX (SK) IP Tranzit Google (PL)
paterni sit e-infrastruktury
regionalni metropolitni
sit sit
komponenta _sit __sit U sit ot e
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s vev, v | (|
ulozisté/cluster/... St St
uzivatele uzivatele




zahlceni externich propojeni

zahlceni patere

zahlceni uzivatelskych pripoje

nelegitimni provoz
anomalni jevy v provozu

m vztah k cildm/zdrojim
m v sitich uzivateld / v externich sitich

osetreni v e-infrastrukture
m  automatické

m  semi-automatické, ruéni na zadkladé
analyzy (spravci sité, CSIRT)

m  samoobsluzné osetreni uzivateli
m nastroje v e-infrastrukture

m asistence

k Feseni v oblasti bezpecnosti

: NIX | | AMS-IX : Pionier
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cesnhet

bezpeénostni strategie vzhledem k puvodu udalosti

m z vnéjSich siti » automatické/semi-automatické oSetreni/regulace provozu
m z vnitFnich siti - semi-automatické osetreni, analyza, komunikace s uzivateli, regulace provoxu
m  extrémni pfipady ?

z NIX AMS-IX . Pionier
GEANT (C2) (NL) VIX (A) SIX (SK) IP Tranzit Google (PL)
paterni sit e-infrastruktury
| |
regionalni metropolitni
sit sit
komponenta L sit L. sit L sit =
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- oo Sl Sl
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bezpecnostni mechanismy

m nastaveni sité, permanentni mechanismy
m ACL (Access Lists)
m Kontrola zdrojovych adres (Reverse Path Forwarding kontroly, BCP-38)
m RPKI (Resource Public Key Infrastructure) - validita oznamovanych prefix(
m Policing na perimetru sité (QoS) - profily pro specificky provoz
m ad-hoc/dynamicky Fizené mechanismy
s RTBH (Remotely Triggered Black Hole)
m DoS protector
m BGP FlowSpec (rozsifreny Border Gateway Protocol)

m vzdalené cisténi provozu (fizené na bazi presmérovani)



nastroj pro centralni Fizeni

m ExaFS - jednotny pfristup k Fizeni/regulaci provozu
m ExaBGP, UI/API, skoleni pred pfistupnénim, prava k vlastnim prefixim

m RTBH, BGP FlowSpec, vzdalené cisténi provozu, DoS protector

ExaFS/ExaFS 062 AddlPe AddIPe AddRTBH APIKey A ExaFS/ExaFS_0.6.2

Active IPv4 rules Active RTBH rules
P I Search.. E T coied A Pva 1Pve (MR Search... Q
Expired  All

Sourceaddr.v  Sporty Dest.addr. » Dporty Protoy Packetleny Expires+ Action v Flagsv Userv Edit L]
oz o8 up 2033/11/1910:40 QoS 100 Mops FTAS 0 IP adress (v4 or v6) + Community ~ Expires v ]
50.0/24 RTBH CESNET only 2025/01/01 00:00 i

2016 372 udp 2025/08/1810:00 S 10 Mbps 0
8.60/32 RTBH CESNET only 2023/12/16 13:10 [}

o006 137 up 2025008/1810:00 oS 10 Mbps 0
188/32 RTBH CESNET only 2023/01/27 15:30 [}

2016 389 udp 2025/08/1810:00 S 10 Mbps 0
105.90/32 RTBH CESNET only 2023/01/27 15:30 FTAS |

o016 19 up 2025008/1810:00 oS 10 Mbps 0
1.154/32 RTBH CESNET only 2023/01/27 15:30 FTAS [}

26 17 udp 2025/08/1810:00 S 10 Mbps 0
108/32 RTBH CESNET only 2023/01/27 15:30 FTAS m]

206 1900 up 2025008/1810:00 QoS 10 Mbps 0
30.12/32 RTBH CESNET only 2023/01/27 15:00 FTAS O




ploSny monitoring provozu

m  permanentni, na bazi tokud (flow-based, netflow, IPFIX)
m paterni smérovace = externi a klientska rozhrani, ingress+egress

m sondy na externich linkach (on-demand) ingress
+
egress
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ploSny monitoring provozu

m ukazka vypovidaci hodnoty dat z paterniho smérovace

Flow-
Direction

ingress
ingress
ingress
ingress
ingress
egress
ingress
ingress
ingress

FWD-5tatus

Forwarded
Forwarded
Forwarded
Forwarded
Forwarded

Forwarded not Fragmented

Forwarded
Forwarded
Forwarded

src-iP

2001:718:1:1f:50:x: %X
2001:718:1:1f50:x:x:x
2001:718:1:1f:50::%:x
2001:718:1:1f:50:0%:x
2001:718:1:1f50:x:x:x

78.128.211.x
78.128.211.x
78.128.211.x
78.128.211.x

Dst-IP

2a01:430:17d:0:0::6:%
2a00:11c0:4:429:0:x:%:%
2a01:430:17d:0:0:x:¢:%
2a00:11c0:4:429:0:%:%:%
2a00:11c0:4:429:0:x:%:%

79.110.73.x
79.110.73.%
195.178.64.x
195.178.64.x

Protocol

tcp (6)
tcp (6)
tcp (6)
tcp (6)
tcp (6)
tcp (6)
tcp (6)
tcp (6)
tcp (6)

Src-Port

https (443)
https (443)
https (443)
https (443)
https (443)
https (443)
https (443)
ssh (22)

ssh (22)

Dst-
Port

55096
49814
40228
37696
57626
33953
33953
40680
40694

sSre-
ifindex

90974
90974
90974
90974
90974
90974
90974
90974
90974

Dst-

183
183
183
183
183
90553
90553
183
183

Ingress-

ifindex |\VRFID

0x60000000
0x60000000
Ox60000000
Ox60000000
0x60000000
0x&60000000
0x60000000
0x60000000
0x60000000

Egress-VRFID

0x60000000
0x60000000
0x60000000
0x60000000
0x60000000
0x60000000
0x60000000
0x60000000
0x60000000

Src- Dst-

=145

AS65089
AS65089
AS65089
ASB5089
AS65089
AS65089
AS65089
AS65089
ASB5089
ASB5089

Src/Prev-

Dst/Next-
AS

AS524971
AS542473
AS24971
AS42473
AS42473
AS50245
A550245

Bitmask\Bitmask| TOS5-flags

64
64
64
64
64
24
24
24
24
24

32
48
32
48
48
20
20
28
28
28

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00001000
00001000
00001000

TCP-flags

push(8), ack(186)
push(8), ack(16)
push(8), ack(16)

syn(2), push(8), ack(16)
fin(1), push(8), ack(16)
ack(16)

syn(2), ack(16)
pushi(8), ack(16)

fin{1), push(8), ack(16)
pushi8), ackl(16)

Nexthop

0:0:0:0:0:x0%
0:0:0:0:0:x:0%
0:0:0:0:0:x:x:x
0:0:0:0:0:x:0%
0:0:0:0:0:x:0:%
80.249.214.x

80.249.214.x

195.113.235.x
195.113.235.x
195.113.235.x

Flow-Start [CEST]

22/05/25 12:55:00.655
22/05/25 12:55:00.573
22/05/25 12:55:05.809
22/05/25 12:50:11.889
22/05/25 12:55:06.589
22/05/25 12:47:02.057
22/05/25 12:47:01.488
22/05/25 12:46:14.512
22/05/25 12:47:02.366
22/05/25 12:52:08.451

Flow-End [CEST]

22/05/25 12:55:01.009
22/05/25 12:55:06.016
22/05/25 12:55:06.139
22/05/25 12:50:12.296
22/05/25 12:55:13.038
22/05/25 12:47:02.693
22/05/25 12:47:02.791
22/05/25 12:46:24.618
22/05/2512:47:12.351
22/05/25 12:52:18.992

Bytes-
measured

259.153 KB
246.613 KB
237.759 KB
219.945 KB
211.282 KB
155.600 KB
148.756 KB

99.512 KB

98.848 KB

98.536 KB

Bytes-

estimated

5.183 MB
4,932 MB
4.755 MB
4.399 MB
4.226 MB
3.112 MB
2.975 MB
1.950 MB
1.977 MB
1.971 MB

Pkts-
measured

Pkts-
estimated

173.000 p
166.000 p
159.000 p
149.000 p
144.000 p
104.000 p
101.000 p

1.319Kp

1.300 Kp

1.312 Kp

3.460 Kp
3.320 Kp
3.180 Kp
2.980 Kp
2.880 Kp
2.080 Kp
2.020 Kp

26.380 Kp

26.000 Kp

26.240 Kp




zpracovani informaci z monitoringu

schéma fizeni obrany

m  FTAS - zpracovani, uchovani a zpfistupnéni provoznich informaci na bazi toku
m Ul, API

m funkce pro konfiguraci detektort
m primé fizeni [exaFS API

—> - Klasifikace — Filtrace Router A data
o —_—
l.;]'i" —_— Filtrace B data
=k wwi
W —> - Klasifikace ra NATN data :
-i ‘ :
E —> i Organizace 1 W?RDEN Y
e-mail A
o - E—— x uzivatel
NF v1-9/10 L downloaders g
IPFIX zpracovani top.list Agregované reporty °
FlexibleNF P den, tyden, mesfc, .. °
°
NFSIEL v Pracoviété Y °
sFlow
— napr. AT Vyhodnocenl zdrole TCP SCAN v
IPv4/IPvé Organizace X lmitd protl organizaci X Reporting
Jako cil cesnet pI’OVOZU
&& ftas Statisticky
pouze TCPSYN ~ *==a""s zpracované udalosti




typické automaticky fesené utoky/anomalie

m agresivni objemové orientovany (odraz/amplifikace) na bazi UDP
m  TCP/SYN utoky proti vybranym ciliim

m  plosné/vertikalni/horizontalni TCP skenovani, cilené plosné UDP skenovani

Detected-Event-Cnt: sums/time steps, 22/01/01 00:00:00-22/12/31 23:59:00, value per 2 days, cumulative

1900 K

1.120 K

L= LY ]

LS ]

QL2800

Z2AUL/02 0000
Z2/0L/18 00000
Z2A02/03 00000
22702719 00000
Z2AT3/TT Q0000
Z2AU3/ET 0000
22704708 L0 00
22704724 aLin0 a0
22/05/10 aLin0 00
22705726 OLin000
22/06/11 L0 00
Z2/0B/2T QL0000
220713 L0 a0
Z2A07/29 L0 a0
22/08/14 L0 00
22708730 aLin0 00
22709715 L0 a0
22710700 Lm0 a0
22710717 L0 a0
22711702 0000
22711718 00000
22712704 00000
22712720 000000

Bytes-estimated|Pkis-estimated|Src-/P-CnfiDst-IP-Cnty Flow-Cnt |[Flow-Cnt-Drop|Detected-Event-CntjDetector-Type
I 725.163 GB 901.506 Mp 1 205 2133373 529294 418 @ Dst-IP

I 362.208 GB 4.223 Gp 28321 1 43140539 1103807 54878 Src-IP




ukazka automaticky osetreného utoku

<[ lw|[na]=

18 Gh's
. L O we rd o E
m  odraz/amplifikace UDP/ntp vicéi 2 ciliim | 14.400 cors
m policing na perimetru (viz. podil 10500 ovs | A
zahozeného provozu)
7.200 Ghis H
. . v 1 4
m kardinalita, pocet ,zrcadel”, pocet
Ve ’ o
cilovych portd 3.600 Bh/3 1
~ 4 M 4 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 L
m rozloZzeni mezi externi boxy 0 Gz DEE LA L
2T o og = oo T 9o T Ao oL oo o= oo T OWwos 0%
m  detekce = vzdalené &isténi — ztrat 2855228 EEpdfgeEE 8L LEE g
. . ofe L= L= L= L= L= L= L= L= L= L= L= L= L= L= L= L= L= L= L= L= L= L= L=
V|S|b|||ty Py TR ot IO o N TR o NN oV N o (N oV BN o SO o ST o BT o N o VST oV N o N o Y BT oV N oY BT o VR oV Y oY N s VRN oY |
o o o o o o o o o o o o o o o o o o o ol ol ol ol
Jdad a9 9 49 49 4994949994999 939934993
N R T
] ] ] ] o o o o o o o o o o o o o o o ol ol ol ol
(2] (2] (2] (2] [t [t [t [t [t [t [t [t [t [t [t [t [t [t [t (o] (o] (o] (o]
.
E—— EE—S——,
Flow- Src- | Dst AvrPkt-
o |Direction | FWD-Status | Dst-IP Protocol | Src-Port | Flow-Start [CET] Flow-End [CET] Bytes-estimated Pkis-estimated IP-Cnt |Port-  ength Flow-Cnt Flow-Data-S¢
Cnt
ingress ~ Drop Policer  147.251.5.x | udp (17) | ntp (123) | 22/11/22 06:46:09.306 | 22/11/22 06:47:09.583  84.921 GB ~ 51.827% 184.018 Mp ~ 51.938% 908 | 20 461.48 | 106621 ~ 42.974%  Praha 1: R14
ingress ~ Drop Policer  147.251.14.x | udp (17) | ntp (123) | 22/11/22 06:44:49.999 | 22/11/22 06:46:11.472  58.374 GB ~ 35.625% 126.172 Mp ~ 35.611% 921 | 20 462.65 | 70668 ~ 28.483%  Praha 1: R14
ingress ~ Drop Policer | 147.251.5.x | udp (17) | ntp (123) | 22/11/22 06:46:08.974 | 22/11/22 06:47:09.647 9.719 GB ~ 5.931% = 20.855Mp ~ 5.886% 91 20 466.02 = 11312 ~ 4.559% _ Praha 2: R13
ingress | Drop Policer = 147.251.14.x | udp (17) | ntp (123) | 22/11/22 06:44:50.078 | 22/11/22 06:45:33.884 7.170 GB ~ 4.376%  15.376 Mp ~ 4.340% 89 | 20 466.33 6998 ~ 2.821%  Praha 2: R13
ingress = Forwarded = 147.251.5.x | udp(17) | ntp (123) | 22/11/22 06:46:08.715 | 22/11/22 06:58:01.428 1.635 GB ~ 0.998% 3.508 Mp ~ 0.990% 93 | 20 466.07 9761 ~ 3.934%  Praha 2: R13
ingress = Forwarded = 147.251.14.x | udp (17) | ntp (123) | 22/11/22 06:44:50.025 | 22/11/22 06:56:25.777 1.155 GB ~ 0.705% 2.476 Mp ~ 0.699% 90 | 20 466.43 6112 ~ 2.463% Praha 2: R13
ingress | Forwarded = 147.251.5.x | udp(17) | ntp (123) | 22/11/22 06:46:09.283 | 22/11/22 06:48:09.199 = 500.634 MB ~ 0.306% 1.080 Mp ~ 0.305% 901 | 20 463.46 | 23456 ~ 9.454%  Praha 1: R14
ingress | Forwarded 147.251.14.x | udp (17) | ntp (123) | 22/11/22 (G4, s A6 s J e = k T ASED3 1o%0n o =%
| —
R ———
o| Protocol | Src-Port | Flow-Start [CET] Flow-End [CET] Bytes-estimated Pkts-estimated Src-IP-Cnt | Dst-Port-Cnt}| Avr-Pkt-Length | Flow-Cnt

1. udp(17)

ntp (123) | 22/11/22 06:44:49.999 | 22/11/22 06:58:01.428 | 163.855 GB ~100.000% | 354.301 Mp ~100.000%

1015

40

462.47 | 248108 ~1



ukazka automaticky osetreného utoku

m odraz/amplifikace UDP/ntp 360 Mh/s
vucéi 2 cilim

285 Mh/s }‘
m ..vzdalené &isténi | :Jj
m  zbytkovy provoz ? 144 Hhys zbytkovy provoz po vycisténi
m  pouze to, co jsme pustili ———
dal 4
N O I )
< o | [Flow-Direction FWD-Status Dst-IP Protocol | Src-Port |Bytes-estimated\Pkts-estimatedAvr-Pkt-LengthiFlow-Cnt B
50 & W ingress Forwarded | 147.251.5.x | udp(17) | ntp (123) 1.635 GB 3.508 Mp 466.07 | 9761 | Praha 2: R13
6. > | ingress Forwarded | 147.251.14.x | udp (17) | ntp (123) 1.135 GB 2.476 Mp 466.43 | 6112 | Praha 2: R13
7. = @ ingress Forwarded | 147.251.5.x | udp(17) | ntp (123) 500.634 MB 1.080 Mp 463.46 | 23456 | Praha 1: R14
8. = ingress Forwarded | 147.251.14.x | udp (17) | ntp (123) 379.711 MB | 815.940 Kp 465.37 | 13180 | Praha 1: R14




(automatické) reseni utoku a anomalii na urovni patere

m architektura sité, strategie dorucovani dat, nasazené nastroje

m typ provozu (vyzkumné aplikace !!! vs. bézny uzivatelsky provoz), mira agregace

m identifikace provoznich detaild = informace o transportu nikoli o obsahu !!!

m Uroven citlivosti vs. riziko false-positives

analogické osetreni/péce v koncové siti

m  zabezpeceni perimetru, citlivych ¢asti sité

m vnitfni sit - architektura, segmentace, fizeni toku

m osetreni koncovych uzld

m dusledna a systematicka sprava a péce o infrastrukturu ...personal vs. nakup reseni..?

m ..prace s uzivateli, prace s uzivateli, prace s uzivateli, prace s uzivateli, prace s uzivateli...?
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